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OBJECTIVES

o Secure smartwatch gata through anonymization technigues.

« [£stimate Joint Probability Distributions ( JPD) to ensure demographic information can be
recovered without compromising ingividual user privacy.




MOTIVATION

Ssensitive information such as:
* Health Data

« Personal Identifiable Information (PII)

+ Location Data
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- Sportpark Goed!Gen
ela Q

Amsterdamsche
Football'Club @

Exposing this information:
« Ethical issues

Loetje/Amsterdam €3}
ZuidAs

f |
. . . Snack Bar S&CO De Boelgracht DU + 5=
 Financial issues = @ 1
skhandel 9 (5] Vesteda 9 De Boelelaan -
n
Google _ Keyboard shortcuts Map data ©2023 Google 100mL—__1 Terms Reportamap efror

* Legal issues
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WHAT IS LDP?
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LDP APPROACHES COMPARISON
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CURSE OF DIMENSIONALITY

Dataset 1 (2 attributes):

Favorite Fruit: Apple, Banana, Orange (3 categories). i ‘”
Favorite Color: Red, Green, Blue (3 categories). [l B8 I
Cardinality Product: 3x3=9 (total possible combinations).

Dataset 2 (10 attributes):
Favorite Fruit (3 categories) i-ﬁ

Favorite Color (3 categories) [l B8 B8

Favorite Season (4 categories)g‘,i(g J‘é -:é:— ’
etc.

Cardinality Product: 3x3x4x..xn = Hundreds or Thousands of combinations.

Smaller cardinality product (fewer attributes) = Less noise = Data stays useful.
Larger cardinality product (more attributes) = More noise = Data accuracy decreases due to the explosion in possible combinations.



ANONYMIZATION ALGORITHM
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CENTRAL SERVER
*LOPUB
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*
B R C.S Counts the number of frequencies

C.S. creates of the perturbed value
the candidate Bit Matrix

p/sum(p)



C.S. CREATES
THE CANDIDATE BIT MATRIX
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COUNTING PERTURBED VALUES
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ANONYMIZATION ALGORITHM

*CASTELL2D
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Privacy budget ¢ Randomize Respanse
Q = {10’s,20’s,30’s,40’s,50’s, 60’s} sample= random(0, 1)
Q] =6 computes p, q
e 1 if sample > p - q:
p_eg+|Q|_1 q_eg_l_lQl_l l out = random (.Q)
else:

out = original value

*Hiroaki Kikuchi, Castell: Scalable Joint Probability Estimation of Multi-dimensional Data Randomized with Local Differential Privacy.
2022, arXiv preprint,https://arxiv.orqg/abs/2212.01627.



ESTIMATING JOINT PROBABILITY DISTRIBUTIONS (JPD)
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*Hiroaki Kikuchi, Castell: Scalable Joint Probability Estimation of Multi-dimensional Data Randomized with Local Differential Privacy.
2022, arXiv preprint,https://arxiv.orqg/abs/2212.01627.



ESTIMATING JOINT PROBABILITY DISTRIBUTIONS (JPD)
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ESTIMATING JOINT PROBABILITY DISTRIBUTIONS (JPD)
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ESTIMATING JOINT PROBABILITY DISTRIBUTIONS (JPD)
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ESTIMATING JOINT PROBABILITY DISTRIBUTIONS (JPD)
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ESTIMATING JOINT PROBABILITY DISTRIBUTIONS (JPD)
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ESTIMATING JOINT PROBABILITY DISTRIBUTIONS (JPD)
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DATASETS

Garmin 298 12 11
Apple watch 3657 17 16
Fitbit 2609 18 17

Fitbit + Apple watch 6266 17 16

Garmin Dataset Fitbit and Apple watch Dataset




DATASETS VARIABLES

FEATURES
Steps/minute - Number of steps/minute

Heart Rate (minute) - Average heart rate/minute

Energy Expendaiture - Amount of calories expended

Distance (meters) - Distance ran in meters

fHeart Rate Entropy - Measure of heart rate variability

Steps Entropy - Measure of steps variability
Resting Heart Rate - 10th percentile of HR data

Correlation Heart Rate and Steps - Correlation coefficient between heart rate
and steps

Intensity (Karvonen Formula) - Intensity zone during activity

Steps*Distance - Product measure of total amount of steps and distance
covered in meters

SD Normalized Heart Rate - Standard deviation of normalized heart rate

TARGET

Activity
Lying
Sitting
Self Paced walk
Running 3 METs
Running 5 METs
Running 7 METs



RESULTS(JPD)

A subset of k attributes is randomly chosen from each dataset, and their JPD of k attributes is estimated, repeating
this process one hundred times.

To assess the accuracy of the JPD estimation, the average variant distance (AVD) metric is employed to quantify the
difference between the true and estimated JPD.

1
AVD = EZWEGW(@) _ 5(0)]



AVD

1.0 1.0

1.0

1.0 [em— e — E:;;;;ié E~=i=.=i==!E!é!:leIe-r-r-|w‘ o ————e '-s.,\
== e R " i = N
0.8 M 0.8 A 0.8 X/ 0.8 \
N\, N\ KN \
®» ~ N
\, \ N\, ‘.\
0.6 1 N 0.6 \, 0.6 RN 0.6 \
g . . E
N =4 \ z N Z \,
0.4 W 0.4 W 0.4 N 0.4 %
\, " | . \

—+- Lopub N —4 Lopub \'ﬂ —4 Lopub X N —4= Lopub 3
0.2 —+- Locop 0.2 —+ Locop 0.2 —+ Locop 3 0.2 —+ Locop

—t=: Br ~4= Br ~4= Br ~4= Br

—+- Castell2D -4 Castell2D —4 Castell2D -t Castell2D
0.0 0.0 . 0.0 0.0 .

05 10 15 20 25 30 35 40 05 10 15 20 25 3.0 35 4.0 05 10 15 20 25 3.0 35 40 05 10 15 20 25 3.0 35 4.0
€ € € €
. - . 3 .
Apple Watch Fitbit Fitbit+Apple Watch Garmin

AVD vs Privacy Budget (e) per attribute with 6-way.



1.0 1.0 == 1.0 1.0 —_—

AVD

_— i ot =
Y e y o
0.81 7 0.81 o 0.81 P g 0.81 g57” P
2 I, - 2 7 4 "’I/ 5 P "_ ,/, > o/ - 7 ” ” /' ,.,.
v o rd ’/” 4 p I}/". " y - b P
o ¥ rd - ! rd ~ Py " ‘l of 7 '/.
0.6 ,/,','/" g P 0.6 1 /S 7. ,_," 0.6 1 P . P 0.6 1 _,;’/‘ ¥ 4
& r s [a] /s /' o / o / o & 7’ s
’ s “ ‘ : /s ¢ 7’
} / / 2 z .. 7’ / z 7/

R " /’ 7

0.4 :,/ F V4 0.4 0.4 ’ 0.4
’ Va 7

<o 7 == Lopub <’ Lopub Lopub Lopub

0217 & —=- Locop 0.2 Locop 0.2 S Locop 0.2 Locop
o —= Br Br Br Br

- —= Castell2D Castell2D Castell2D Castell2D

0.0 . . . 0.0 . . . 0.0 . . . 0.0 . .
4 5 6 4 5 6 4 5 6 5 6
k — way k - way k — way k — way

Apple Watch Fitbit Fitbit+Apple Watch Garmin

AVD vs k-way, with € = 2.5



CONCLUSIONS

« Direct Application of RR Technique: Castell?D applies the RR technique directly to raw data,
simplifying the anonymization process and avoiding the complexities of encoding via B.F.

« High Data Utility and Privacy: Castell2D effectively balances privacy and utility, transforming data
iteratively to maintain the original data distribution while preserving statistical relationships.

« Enhanced Algorithmic Efficiency: Castell2D's simpler method reduces computational overhead and
minimizes error sources, enhancing efficiency and accuracy over other methods.

« Effective JPD Estimation: The method is particularly effective in estimating Joint Probability
Distributions (JPD), showing superior accuracy across datasets.

« [terative Matrix Transformation: Castell?D reorganizes data matrices iteratively across attributes,
preserving intrinsic characteristics and interdependencies.

« Adaptability to Complex Datasets: Castell2D efficiently manages multiple attributes, making it
suitable for complex datasets with varied statistical dependencies.



FUTURE WORK

« Comparison with LDP Approaches: Castell2D will be compared with other LDP
methods (GRR, OLH, OUE) to analyze how slight adjustments in privacy budget
impact performance, guiding optimal privacy settings for different applications.

« Synthetic Data Generation for ML and DL: Using the accurate JPD from Castell2D to

create synthetic data for machine learning and deep learning models, enhancing
model robustness by using realistic data.

« Application in Rehabilitation Models: Castell2D's synthetic data can model patient
renabilitation progress, tracking daily activities, steps, and heart rate to enable
insights and timely interventions in healthcare settings.

« Advancing Predictive Analytics: Further integrating privacy-preserving methods with
predictive analytics, Castell?D aims to bridge privacy needs with data-rich model
training, supporting advanced health outcome analytics.
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