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1. Overview
This work is part of the JST-CREST project,
titled "Anonymous Healthcare Cohort with the
Guarantee of Data Privacy and Utility." It aims
to develop next-generation anonymous data pro-
cessing that is secure against re-identification
threats and incorporates a statistical evaluation
of errors.

2. Local Differential Privacy

3. Anonymization Algorithm
Let’s consider a survey that collects user prefer-
ences with regard to their favorite type of cui-
sine: Italian, Mexican, or Japanese. Suppose
each user has a true favorite cuisine. To pro-
tect their privacy, each user flips a biased coin
with a probability p = eϵ

eϵ+|Ωj |−1 , where ϵ is the
privacy budget and |Ωj | = 3 (representing the
three types of cuisines). If the coin comes up
heads, the patient truthfully reports their fa-
vorite cuisine. If tails, the patient randomly se-
lects and reports a favorite from Italian, Mex-
ican, or Japanese. This method ensures that
even if the response is disclosed, it’s uncertain
whether it is the true preference or a randomized
one, thereby safeguarding the patient’s privacy.

4. Estimating Joint Probability Distributions (JPD) by Castell[4] 5. Model Evaluation
To analyze performance when estimating joint
probability distributions, we use the average
variant distance (AVD) metric to quantify the
disparity between real and estimated data.
AVD, as employed by [1,2,3,4]. It is defined as
AV D = 1

2
∑

ω∈Ω |P (ω) − Q(ω)|, where a value
close to zero indicates more accurate JPD.

6. Results
Adults dataset, AVD vs ϵ per attribute with 5-
way (Left), AVD vs k-way with ϵ = 2 (Right)
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