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What is LDP?

Local Differential Privacy

* Face images were taken from https://thispersondoesnotexist.com/



LoPub

LDP
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LoPub-Users
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LoPub-Central Server
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Pro vs Cons

One/two-dimensional probability distributions can be
Vefficiently estimated through the Lasso regression-based
algorithm.

The k-dimensional distribution estimations in LoPub still
suffer from the low data utility when k is large.



Proposal

LDP
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VAE-Applications
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Intuition
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Discrete value vs Probabilitic distribution

1 Descriptive attribute
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What is VAE?

A variational autoencoder (VAE) provides a probabilistic manner for
describing an observation in latent space.
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LS-Discrete vs Probabilitic Distribution

Mean Mean+Variance
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VAE Training-Dataset
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VAE Training
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Latent Space’s Attributes

Attributes

l Attribute 1 Attribute C \

Latent Space Examples



Evaluation
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LoPub vs Proposal
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Datasets

Dataset

Users  Attributes

NHANES

|wGen're| =2
|wRace| =5
4189 |WEducation| =5
|wMarital| =6
lwe, | =4

Adult

|wWorkclass| =9
|wEducation| =16
|wMaritalStatus| =7
|chcupation| =15
32561  |wRelationship| =6
|wRace| =5
|wSem| =2
|wC’ountry| =42
|wTarget| =2

Bank

|wron| =12
|wMarital| =3
|wEducation| =4
IWDefaultl =2
45211 |wHousing| =2
IwLoanl =2
|wContact| =3
IWMonthl =12
|wOutcome| =4
|(.Uy| =2
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Latent Space

Examples of Latent Spaces in 2D
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Reconstrucion Error

Reconstruction Error
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Adult Dataset
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NHANES cardinality

Accuracy vs Cardinality

VAE-fbp=0.1
VAE-fbp=0.5
0.35 VAE-fbp=0.9
7] LASSO-fbp=0.1
(oaal LASSO-fbp=0.5
0.30{ &3 LASSO-fbp=0.9
0.25
[a])
0.20
2
0.15
0.10
0.05
-+
K X
0.00 ° 4 LX) “. v ‘E
|Qqenre| =2 1Qom| =4 |Qrace| = |Qeducation| = |Qmaritarl = 6
Cardlnallty

os]

0]

2031 z 2

- H_| J_‘J
o

0 0

Bock  Hspanic Mexcon  Other  White @ Glege  Gaduate HohSchool Divorced Wamed Mever  Farther Separated Vidawed

NHANES Dataset



Adult cardinality

Accuracy vs Cardinality
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Bank cardinality

Accuracy vs Cardinality
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Conclusions

* VAE performs better in small dataset.

* Cardinality and the distribution impact the performance.

* An extensive study variating quantities of users, distributions, and
cardinalities to quantify the performance of an LDP schemes.

* Try specific VAE for attributes with different cardinality.



