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OBJECTIVES

« Secure healthcare data through anonymization techniques.

« [£stimate Joint Probability Distributions ( JPD) to ensure demographic information can be
recovered without compromising ingividual user privacy.

« Generating Synthetic data from JPD

« Jraining Machine Learning (ML) models




MOTIVATION

Sensitive information such as:
* Health Data

« Personal Identifiable Information (PII)

+ Location Data
« Communication Data — e
« Payment Information o D e
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PROPOSE MODEL

Local Differential Privacy (LDP)
A

nonymization Algorithm

Generating Training X .. "
Synthetic Data ML DA A

Estimating
JPD

Predictiv‘e model

trained under
LDP




CENTRAL DIFFERENTIAL PRIVACY
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WHAT IS LDP?

female

30's

60's

* Face images were taken from https://thispersondoesnotexist.com/
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NOILSY

# USER
male,10's -
male,20's -
male,30's -
male40's -
male,b0's -
male,60's -

female,10's -
female,20's -
female,30's -
female,40's -
female,b0's -
female,00's -

LDP’'S GOAL?

How can w
recover???
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LDP try to recover demographic information
Never try to recover information of only one user
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CURSE OF DIMENSIONALITY

Dataset 1 (2 attributes):

Favorite Fruit: Apple, Banana, Orange (3 categories). i ‘”
Favorite Color: Red, Green, Blue (3 categories). [l B8 I
Cardinality Product: 3x3=9 (total possible combinations).

Dataset 2 (10 attributes):
Favorite Fruit (3 categories) i-ﬁ

Favorite Color (3 categories) [l B8 B8

Favorite Season (4 categories)g‘,i(g J‘é -:é:— ’
etc.

Cardinality Product: 3x3x4x..xn = Hundreds or Thousands of combinations.

Smaller cardinality product (fewer attributes) = Less noise = Data stays useful.
Larger cardinality product (more attributes) = More noise = Data accuracy decreases due to the explosion in possible combinations.



LDP APPROACHES COMPARISON

Lopub Locop Br Castell
Anonymization Bloom Filters Bloom Filters Bloom Filters Randomize
Algorithm Randomize Randomize Randomize Response
Response Response Response
JPD estimation LASSO LASSO Bayesian Ridge Inverse of
Algorithm Gaussian Copula Regression Probability matrix

multiplication

v

cannot be efficiently estimated can be efficiently estimated

High-dimensionality
JPD

Lopub) Ren, X.; Yu, CM, Yu, W, Yang, S., Yang, X, McCann, JA. and Philip, S.Y. LoPub: High-Dimensional Crowdsourced Data Publication with Local Differential Privacy. IEEE Trans. Inf. Forensics Secur. 2018, 13, 2151-2166. https://doi.org/
10.1109/T1FS.2018.2812146

Locop) Wang, T; Yang, X; Ren, X; Yu, W; VYang, S. locally Private High-Dimensional  Crowdsourced Data  Release Based on Copula  Functions. IEEE  Trans.  Serv.  Com-
put. 2022, 15, 778-792. https://doi.org/10.1109/TSC.2019.2961092

Br) Hernandez-Matamoros, Andres, and Hiroaki Kikuchi. 2024. "Comparative Analysis of Local Differential Privacy Schemes in Healthcare Datasets" Applied Sciences 14, no. 7: 2864. https://doi.ora/10.3390/app14072864

Castell) Hiroaki Kikuchi, Castell: Scalable Joint Probability Estimation of Multi-dimensional Data Randomized with Local Differential Privacy. 2022, arXiv preprint, https://arxiv.org/abs/2212.01627.

Reduced) Hiroaki Kikuchi, Castell: Scalable Joint Probability Estimation of Multi-dimensional Data Randomized with Local Differential Privacy. 2022, arXiv preprint, https://arxiv.ora/abs/2212.01627.
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LDP APPROACHES PERFORMANCE
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Hiroaki Kikuchi, Castell: Scalable Joint Probability
Estimation of Multi-dimensional Data Randomized with
Local Differential Privacy. 2022, arXiv preprint,
https://arxiv.org/abs/2212.01627

Hernandez-Matamoros, A, & Kikuchi, H. (2023).
Meaningful performance analysis on healthcare data
under local differential privacy. In Frontiers in Artificial
Intelligence and Applications (Vol. 389, pp. 398-411).
I0S Press. https://doi.org/10.3233/FAIA240387

AVD vs Privacy Budget (&) per attribute with 3-way.



CASTELL APPROACH

Anonymization
Algorithm




ANONYMIZATION ALGORITHM

*CASTELL

Uy U, Us U U, U;
U1 @ Male Chinese Standard Female Korean Overweight as
|
l]2 @ Female Mexican Underweight Male Mexican Standard QB
[]N_1 @ Male Korean Overweight Female Chinese Underweight as
UN @ Female Mexican Standard Female Korean Overweight ee
Privacy budget ¢ Randomize Respanse
Q = {10’s,20’s,30’s,40’s,50’s, 60’s} sample= random(0, 1)
Q] =6 computes p, q
e 1 if sample > p - q:
p_eg+|Q|_1 q_eg_l_lQl_l o 0Ut=raﬂd0m(ﬂ)
else:

out = original value

*Hiroaki Kikuchi, Castell: Scalable Joint Probability Estimation of Multi-dimensional Data Randomized with Local Differential Privacy.
2022, arXiv preprint,https://arxiv.orqg/abs/2212.01627.



ESTIMATING JOINT PROBABILITY DISTRIBUTIONS (JPD)
*CASTELL

U, U, U
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— e
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*Hiroaki Kikuchi, Castell: Scalable Joint Probability Estimation of Multi-dimensional Data Randomized with Local Differential Privacy.
2022, arXiv preprint,https://arxiv.orqg/abs/2212.01627.



ESTIMATING JOINT PROBABILITY DISTRIBUTIONS (JPD)
*CASTELL
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*Hiroaki Kikuchi, Castell: Scalable Joint Probability Estimation of Multi-dimensional Data Randomized with Local Differential Privacy.
2022, arXiv preprint,https://arxiv.orqg/abs/2212.01627.
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GENERATING SYNTHETIC DATA

P(U; = male, U, = Chinese, U; = Standard)=0.20
P(U; = male, U, = Chinese, U; = Overweight)=0.15
P(U; = male, U, = Chinese, U; = Underweight)=0.01
P(U; = male, U, = Mexican, U; = Standard)=0.10

P(U, = female,U, = Mexican,U; = Underweight)=0.20
P(U, = female, U, = Korean, U; = Standard)=0.25
P(U, = female, U, = Korean, U; = Overweight)=0.01
P(U; = female, U, = Korean, U; = Underweight)=0.01



GENERATING SYNTHETIC DATA

P(U; = male, U, = Chinese, U; = Standard)=0.20
P(U; = male, U, = Chinese, U; = Overweight)=0.15
P(U; = male, U, = Chinese, U; = Underweight)=0.01
P(U; = male, U, = Mexican, U; = Standard)=0.10

. 1000 Synthetic data records

P(U, = female,U, = Mexican,U; = Underweight)=0.20
P(U, = female, U, = Korean, U; = Standard)=0.25
P(U, = female, U, = Korean, U; = Overweight)=0.01
P(U; = female, U, = Korean, U; = Underweight)=0.01



GENERATING SYNTHETIC DATA

P(U; = male, U, = Chinese, U3 = Standard)=0.20

1000

Synthetic
data 0.20x1000 = 200

records

200 records with P(U; = male, U, = Chinese, U; = Standard)




GENERATING SYNTHETIC DATA

1000 Synthetic data records

P(U; = male, U, = Chinese, U3 = Standard)=0.20
P(U; = male, U, = Chinese, U3 = Overweight)=0.15
P(U; = male, U, = Chinese, U3 = Underweight)=0.01
P(U; = male, U, = Mexican, U3 = Standard)=0.10

P(U; = female, U, = Mexican, U; = Underweight)=0.20
P(U; = female, U, = Korean, U3 = Standard)=0.25
P(U; = female, U, = Korean, U; = Overweight)=0.01
P(U; = female, U, = Korean, U3 = Underweight)=0.01

200 records with P(U; = male, U, = Chinese, U; = Standard)
150 records with P(U; = male, U, = Chinese, U3 = Overweight)
10 records with P(U; = male, U, = Chinese, U; = Underweight)
100 records with P(U; = male, U, = Mexican, U3 = Standard)

200 records with P(U; = female, U, = Mexican,U; = Underweight)
250 records with P(U; = female, U, = Korean,U; = Standard)

10 records with P(U; = female, U, = Korean,U; = Overweight)

10 records with P(U; = female, U, = Korean,U; = Underweight)



TRAINING ML

Data Preparation : Split the synthetic dataset into features (input data) and labels (target data).

Model Selection : Choose an appropriate machine learning algorithm.

Model Evaluation : Evaluate the trained model on a separate test set to assess its performance.

.
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o
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Algorithms Predictive Model



DATASETS

Garmin 298 12 11
Apple watch 3657 17 16
Fitbit 2609 18 17

Fitbit + Apple watch 6266 17 16

Garmin Dataset Fitbit and Apple watch Dataset




METHODOLOGY

We conducted 100 independent iterations of the experiments and reported the mean and standard deviation in
the charts.

The process begins with dataset preparation, where six attributes are selected -five randomly and one as the
target (activity)

LDP approaches are employed to create a noisy dataset using a specific privacy parameter €. From this noisy
dataset, the JPD /s estimated through LDP methods.

Synthetic data is generated from the JPD, with e same number of users as in the original dataset.

A Random Forest Classifier (RFC) is then trained using the five non-target attributes as input features and the
target attribute (Activity) as the label

0% of the original dataset, WITHOUT any privacy moadifications, /s utilized as a testing set to evaluate the machine
[earning moaoels trainead on synthetic oata oroduced by both [DP and COP methods.




EVALUATION

TEST
« Synthetic Dataset created by JPD from Lopub (LDP) was separated into training/validation.
« Synthetic Dataset created by JPD from Locop (LDP) was separated into training/validation.
« Synthetic Dataset created by JPD from Br (LDP) was separated into training/validation.
« Synthetic Dataset created by JPD from Castell (LDP) was separated into training/validation.

« Synthetic Dataset created by PrivBayes (CDP) was separated into training/validation.



EVALUATION METRIC

Accuracy is a fundamental metric in evaluating machine learning models, as it provides a straightforward measure
of how well a model performs by calculating the proportion of correct predictions.

Number of Correct Predictions

Acc =
€ Total Number of Predictions



T RA D E O F F DATA UTILITY VS PRIVACY
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RESULTS
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RESULTS
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CONCLUSIONS

 (astell outperforms Lopub, Locop, and Br in activity recognition accuracy. It preserves privacy while
maintaining high performance.

« (Compared to PrivBayes (CDP), Castell shows better accuracy with smartwatch data.

« By estimating JPD from noisy data, £astell surpasses BF-RR methods 1t balances data privacy and
utility in health monitoring.

« (astell is ideal for privacy-preserving activity detection in wearables.
« (astell offers an optimal trade-off between privacy and model performance.



FUTURE WORK

« This work focuses on categorical data (continuous attributes were binarized):
therefore, our future work will involve using numerical and time-series data.

 We will also compare our method with classic LDP approaches such as Generalized
Randomized Response (GRR), Optimized Unary Encoding (OUE) and Optimized Local
Hashing (OLH).

 We plan to compute the odds ratio in datasets where the label is binary, such as in
medical datasets. The odds ratio is widely used to quantify the relationship between
an exposure (e.g., risk factor, treatment) and an outcome (e.g., disease, recovery).
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