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Infroduction

* Synthetic data is a powerful tool that can be used to address a variety of
challenges in data science and artificial intelligence.

* |t'refers to artificially generated data that closely mimics the statistical
characteristics and patterns of real-world data.

* Synthetic data has become increasingly important due to its ability to
overcome privacy concerns, data scarcity, and data sharing limitations.




The Birth of Synthetic Dato

* In 1993, Harvard statistics professor Donald B. Rubin introduced the concept of synthetic data.
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* = He coined the term "synthetic data" to describe multiple simulated datasets that resemble real data-
generating processes.*

* /These datasets look authentic but do not contain any real, confidential data, making them advantageous
for studying sensitive datasets.

* Rubin, D. B. Discussion statistical disclosure limitation. J. Official Statistics 9, 2.



Privacy preservation

* In many scenarios, privacy considerations are a top priority.
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Healthcare Application

Sensitive information such as:
®» Diagnoses

®» Treatments

= Biling Records

Exposing this information:
» FEthigal issues

» FAancial issues

» /legalissues

Public release of medical data is subject to restrictions due to stringent
privacy regulations*®.

General data protection regulation (GDPR) - official legal text, general data protection
gulation (GDPR), 2021, https://gdpr-info.eu/ (accessed May 20, 2021).



Utility vs. Privacy

- Utllity and privacy are often in tension, MaX Privacy Mg —= == - ——— - - |"
and the trade-off between them can
vary depending on the specific
context and goals of data usage.

ideal situation

acceptable trade-off

* A some cases, utility is more important
than privacy, while in other situations,
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privacy takes precedence over utility :

PRIVACY PROTECTION

no privacy

no utility max utility

DATA UTILITY




Synthetic Data Generation Technigues

« Various techniques exist for generating synthetic data that captures data distribution.

No Privacy parameter Privacy parameter

Gaussian Copula PrivBayes
Copula GAN DataSynthesizer
CTGAN

TVAE




Limitations of Conventional Methods

« Conventional synthetic data algorithms may have
imitations in ferms of privacy protection.

» They can offer inadequate privacy assurances or
INnfroduce excessive noise.

» Balancing privacy and utility can be a challenge.




Proposed Solution

*  We propose a modification to the Variational Autoencoder (VAE) with a randomized response
(RR) layer.

* This allows control over the privacy level using the parameter € on the RR layer.
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Proposed Solution
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Evaluation of Our Method

We evaluate our method by comparing it with traditional approaches.

No Privacy parameter Privacy parameter
Gaussian Copula PrivBayes
Copula GAN DataSynthesizer
CTGAN This work
TVAE
taset
Cardlnqllty
Dataset Aftributes
Bank 45223 2 16
Stroke 40911 8 2 4
Hypertension 26084 9 2 5
Nursery 12960 9 2 5




Utility and privacy

« We randomly selected k-way joint probabilities of attributes one hundred times.
We used the Average Varionce Distance (AVD) metric to quantify the
difference between the real R and computed data S. The AVD distance is
defined as follows:

AVD = % 3 |Rw) — S(w)
weN

New Rows is measured by New Row Synthesis metric from SDV*, serves as a tool
for assessing the distinctiveness and originality of rows within synthetic data as
compared to genuine data. New Row Synthesis is defined as follows:

matching synthetic rows
total synthetic rows

score = 1 —

Patki, Neha and Wedge, Roy and Veeramachaneni, Kalyan, The Synthetic data vault, IEEE International Conference on Data Science and
dvanced Analytics (DSAA), 2016, 399- 410, 10.1109/DSAA.2016.49, Oct



Movelty of New Rows
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Results-Stroke dataset

New Row Synthesis

0.9 4
re.
‘L"l-n..-r-‘,_
. e
E 08 :r
5 H
Z 07 1 e
- LT S AR il SNPR
] o
E 0.6 ‘
0.5 1 T T T T T T T ?
0250506070809 1 10

+4é ||

Privacy budget

Gaussian Copula
CTGAN

TVAE

Copula GAN
RRL-VAE (proposal)
DataSynthesizer
PrivBayes

A/D

05

04

03 -

0.2 4

01 -

0.0

Data Utility

A

Kway=2

—:=l-|-—..—.—.—na-—-—--—!-:=.’:

025 05 06 07 08 09 1 10
Privacy Budget

A/D

05

04 -

03 -

0.2 1

0.1 -

0.0

Kway=5
e ~ ;
"y
025 05 06 07 08 09 1 10

Privacy Budget

Gaussian Copula
CTGAN

TVAE

Copula GAN
RRL-VAE (proposal)
DataSynthesizer
PrivBayes



Novelty of New Rows
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Novelty of New Rows

075
o7
&5
060
055
050
045

Results-Nursery daftaset

New Row Synthesis

»*-
*- -
.-... .

i ST Y
L S8 S S t--:‘-'-g---i

L S ;
+
i SIS SR 2T .

b

02505 06070809 1 10
Privacy budget

Gaussian Copula

CTGAN

TVAE

Copula GAN

RRL-VAE (proposal)

DataSynthesizer

PrivBayes

+4é ||

AJD

Data Utility

A

(

05

04

03 -

02

0.1 -

00

Kway=2
:':::5-'-.-1-'-.'=‘-,-_'=::
025 05 06 07 08 09 1 10
Privacy Budget

A/D

05

04

03 -

02 -

0.1 -

0.0

Kway=5

.
- —

O —

025 05 06 07 08 09
Privacy Budget

1

+4

e

Gaussian Copula
CTGAN

TVAE

Copula GAN
RRL-VAE (proposal)
DataSynthesizer
PrivBayes



Conclusions

Consideration for Method Selection: The choice of method should align with application
requirements, privacy budget, and evaluation criteria. Factors like computational
efficiency and ease of implementation also play a role in method selection, in addition
to privacy and ufility considerations.

Innovative Approach: We infroduce an innovative paradigm that combines a
Randomize Response (RR) layer with a Variational Autoencoder (VAE) encoder for data
privacy.

mprehensive Testing: Our method is rigorously tested on four extensive open datasets
and benchmarked against traditional data synthesizing techniques.

Utility and Privacy Balance: Our approach achieves utility levels that match or exceed
methods lacking privacy parameters. It balances utility and privacy effectively.

Future Research: We plan to integrate RRL into CTGAN and CopulaGAN, allowing us to
compare our approach's utility with theirs and evaluate it against various privacy
assessment methods.
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