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Introduction

• Synthetic data is a powerful tool that can be used to address a variety of 
challenges in data science and artificial intelligence.

• It refers to artificially generated data that closely mimics the statistical 
characteristics and patterns of real-world data.

• Synthetic data has become increasingly important due to its ability to 
overcome privacy concerns, data scarcity, and data sharing limitations.
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The Birth of Synthetic Data

• In 1993, Harvard statistics professor Donald B. Rubin introduced the concept of synthetic data.

• He coined the term "synthetic data" to describe multiple simulated datasets that resemble real data-
generating processes.*

• These datasets look authentic but do not contain any real, confidential data, making them advantageous 
for studying sensitive datasets.

* Rubin, D. B. Discussion statistical disclosure limitation. J. Official Statistics 9, 2.
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Privacy preservation

• In many scenarios, privacy considerations are a top priority.

Surveillance Cameras Health Information Loyalty Card

Auto Insurance Social Media IoT Smart Thermostat
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Sensitive information such as:

 Diagnoses

 Treatments

 Billing Records

Exposing this information:

 Ethical issues

 Financial issues

 Legal issues
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Public release of medical data is subject to restrictions due to stringent 

privacy regulations*.

*General data protection regulation (GDPR) – official legal text, general data protection 

regulation (GDPR), 2021, https://gdpr-info.eu/ (accessed May 20, 2021).
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Utility vs. Privacy

• Utility and privacy are often in tension, 
and the trade-off between them can 
vary depending on the specific 
context and goals of data usage. 

• In some cases, utility is more important 
than privacy, while in other situations, 
privacy takes precedence over utility

6



Synthetic Data Generation Techniques

• Various techniques exist for generating synthetic data that captures data distribution.

No Privacy parameter Privacy parameter

Gaussian Copula PrivBayes

Copula GAN DataSynthesizer

CTGAN

TVAE
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Limitations of Conventional Methods

• Conventional synthetic data algorithms may have 
limitations in terms of privacy protection.

• They can offer inadequate privacy assurances or 
introduce excessive noise.

• Balancing privacy and utility can be a challenge.
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Proposed Solution

• We propose a modification to the Variational Autoencoder (VAE) with a randomized response 
(RR) layer.

• This allows control over the privacy level using the parameter 𝜀 on the RR layer.
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Proposed Solution

𝑟𝑗
𝑖 ith user with attribute jth in R
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𝑖

෡𝑟𝑗
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attribute jth in R

* This is exclusively utilized 

during training.
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Evaluation of Our Method

We evaluate our method by comparing it with traditional approaches.

No Privacy parameter Privacy parameter

Gaussian Copula PrivBayes

Copula GAN DataSynthesizer

CTGAN This work

TVAE

Dataset

Dataset Users Attributes
Cardinality

min max

Bank 45223 10 2 16

Stroke 40911 8 2 4

Hypertension 26084 9 2 5

Nursery 12960 9 2 5
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Utility and privacy

• We randomly selected k-way joint probabilities of attributes one hundred times. 
We used the Average Variance Distance (AVD) metric to quantify the 
difference between the real R and computed data S. The AVD distance is 
defined as follows:

• New Rows is measured by New Row Synthesis metric from SDV*, serves as a tool 
for assessing the distinctiveness and originality of rows within synthetic data as 
compared to genuine data. New Row Synthesis is defined as follows:

*Patki, Neha and Wedge, Roy and Veeramachaneni, Kalyan, The Synthetic data vault, IEEE International Conference on Data Science and 
Advanced Analytics (DSAA), 2016, 399- 410, 10.1109/DSAA.2016.49, Oct
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Results-Bank dataset

Kway=5Kway=2

Data Utility

New Row Synthesis
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Results-Stroke dataset

Kway=5Kway=2

Data Utility

New Row Synthesis
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Results-Hypertension dataset

Kway=5Kway=2

Data Utility

New Row Synthesis
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Results-Nursery dataset

Kway=5Kway=2

Data Utility

New Row Synthesis
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Conclusions

 Consideration for Method Selection: The choice of method should align with application 

requirements, privacy budget, and evaluation criteria. Factors like computational 

efficiency and ease of implementation also play a role in method selection, in addition 

to privacy and utility considerations.

 Innovative Approach: We introduce an innovative paradigm that combines a 

Randomize Response (RR) layer with a Variational Autoencoder (VAE) encoder for data 

privacy.

 Comprehensive Testing: Our method is rigorously tested on four extensive open datasets 

and benchmarked against traditional data synthesizing techniques.

 Utility and Privacy Balance: Our approach achieves utility levels that match or exceed 
methods lacking privacy parameters. It balances utility and privacy effectively.

 Future Research: We plan to integrate RRL into CTGAN and CopulaGAN, allowing us to 
compare our approach's utility with theirs and evaluate it against various privacy 

assessment methods.
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